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APF
CSO
GANHRI
HRD
ICCPR
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OHCHR
RAP
UN
UPR

National Human Rights Institutions

AIHRC
AHRC
NIHR
NHRCB
FHRADC
NHRCI
KOMNAS HAM
NHCR
NCHRK
NHRCK
Akyikatchy
SUHAKAM
HRCM
NHRCM
NHRCN
NZHRC
OHRC
ICHR
CHRP
NHRC
HRCSL
NHRCT
PDHJ

Asia-Pacific Forum of National Human Rights Institutions
Civil Society Organisation
Global Alliance of National Human Rights Institutions
Human Rights Defender
International Covenant on Civil and Political Rights
Internet Service Providers
National Human Rights Institution
Office of the United Nations High Commissioner for Human Rights
Regional Action Plan on Human Rights Defenders (2021–2025)
United Nations
Universal Periodic Review

Afghanistan Independent Human Rights Commission 
Australian Human Rights Commission
National Institution for Human Rights in the Kingdom of Bahrain
National Human Rights Commission of Bangladesh 
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National Human Rights Commission of India 
Indonesian National Commission on Human Rights 
High Commission for Human Rights of Jordan
National Centre for Human Rights of Kazakhstan 
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Ombudsman of the Kyrgyz Republic
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Human Rights Commission of the Maldives 
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National Human Rights Commission of Nepal 
New Zealand Human Rights Commission 
Oman Human Rights Commission 
Palestine Independent Commission for Human Rights 
Commission on Human Rights of the Philippines 
National Human Rights Committee of Qatar 
Human Rights Commission of Sri Lanka 
National Human Rights Commission of Thailand 
Provedor for Human Rights and Justice of Timor-Leste



In the digital age, the rights of many human rights defenders (HRDs) in the Asia-Pacific region are in jeopardy.
With the rapidly evolving technological landscape, opportunities and challenges for HRD’ advocacy have
emerged. In this context, the increased institutional capacity of national human rights institutions (NHRIs) to
cope with HRD’s challenges in the digital domain is critical.

Since the 2000s, there has been a significant shift towards online activism due to the region's increasing
internet usage. This has made it necessary for HRDs to adapt to the digital environment and adapt to the latest
digital developments, since the online sphere has expanded the horizons of human rights advocacy, enabling
HRDs to overcome media restrictions and coordinate protests more effectively.

Nevertheless, the proliferation of digital tools has raised concerns about HRDs' safety and security.
Governments in the Asia-Pacific region have responded to HRD’s new online advocacy strategies, affecting
their online advocacy through the use of legal and non-legal measures to harass them and impede their work.
Against this backdrop, NHRIs have a mandate to protect human rights, including those of HRDs. The
Marrakech Declaration of 2018, outlined a framework for NHRIs to support HRDs, emphasising both offline and
online civic space. However, there is a need for NHRIs to adapt these plans to address digital security threats to
HRDs. 

This report contributes to this goal by outlining four specific ways through which HDRs are threatened online.
First, it shows that, in the Asia-Pacific region, HRDs often face legal threats through laws related to defamation,
insult, and "fake news”, as well as broader online regulations granting government authorities extensive
powers to limit online freedoms. 

Second, governments have disrupted online communications by limiting or suspending internet connectivity.
Some countries control internet gateways to regulate information flow, and during political instability, internet
service providers (ISPs) and mobile carriers are ordered to restrict internet speed or access. 

Third, governments in the region use technology for legal and covert mass data collection and surveillance.
They create national internet gateways for centralized control, consolidating information and data storage. 

Lastly, HRDs encounter digital threats from “cybertroops”, combining human operatives and bots on social
media to influence public opinion in favour of the government. Governments are complicit by showing
minimal commitment to addressing the problem.

Identifying these threats is the basis for this report to recognise the efforts and limitations of NHRIs in ensuring
HRDs’ rights online in three areas - monitoring and reporting; advocacy and awareness-rising; and capacity
and network building - and provide a set of recommendations aimed at increasing NHRI’s institutional
capacity. 

In terms of the monitoring and reporting system, the report recommends that NHRIs should systematically
strengthen it and increase their capacity to identify complaints as coming from HRDS; to encompass all
aspects of digital security threats to establish a robust foundation for effective complaints handling. Once
equipped with this information, NHRIs should step up their engagement both with the government and at the
parliamentary level. They should also focus on raising public awareness about digital security threats through
a well-structured Communications Plan and forge partnerships with tech companies and ISPs to ensure online
rights and privacy for HRDs. Furthermore, they should actively participate in civil society events, host
gatherings for HRDs, provide capacity-building opportunities for staff in digital rights and HRD-related
programs, and foster collaboration with regional NHRI associations and initiatives like the NHRI Tech Alliance.

Only with multi-faceted efforts, NHRIs will be able to increase their institutional capacity, being better equipped
to ensure that HRDs’ online advocacy is carried out safely.
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1c. Background: Encroachment on HRDs’ Rights 

 

https://data.worldbank.org/indicator/IT.NET.USER.ZS
https://data.worldbank.org/indicator/IT.NET.USER.ZS
https://pixiumdigital.com/social-media-usage-asia-pacific
https://pixiumdigital.com/social-media-usage-asia-pacific
https://www.statista.com/topics/6606/social-media-in-asia-pacific
https://www.dw.com/en/the-battle-for-myanmar-plays-out-on-twitter-tiktok-and-telegram/a-57267075
https://www.dw.com/en/the-battle-for-myanmar-plays-out-on-twitter-tiktok-and-telegram/a-57267075


 

 

https://citizenlab.ca/2018/09/hide-and-seek-tracking-nso-groups-pegasus-spyware-to-operations-in-45-countries
https://citizenlab.ca/2018/09/hide-and-seek-tracking-nso-groups-pegasus-spyware-to-operations-in-45-countries


 

1d. International Legal Framework 

 

https://www.un.org/en/about-us/universal-declaration-of-human-rights
https://www.ohchr.org/en/instruments-mechanisms/instruments/declaration-right-and-responsibility-individuals-groups-and
https://www.ohchr.org/en/instruments-mechanisms/instruments/international-covenant-civil-and-political-rights
https://www.undocs.org/CCPR/C/GC/37
https://www.un.org/en/about-us/universal-declaration-of-human-rights
https://www.un.org/en/about-us/universal-declaration-of-human-rights
https://www.ohchr.org/en/instruments-mechanisms/instruments/declaration-right-and-responsibility-individuals-groups-and
https://www.ohchr.org/en/instruments-mechanisms/instruments/declaration-right-and-responsibility-individuals-groups-and
https://undocs.org/A/HRC/41/41
https://www.ohchr.org/en/instruments-mechanisms/instruments/international-covenant-civil-and-political-rights
https://www.ohchr.org/en/instruments-mechanisms/instruments/international-covenant-civil-and-political-rights
https://www.undocs.org/CCPR/C/GC/37
https://www.undocs.org/CCPR/C/GC/37
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https://ganhri.org/wp-content/uploads/2019/11/Marrakech-Declaration_ENG_-12102018-FINAL.pdf
https://www.asiapacificforum.net/resources/regional-action-plan-human-rights-defenders/
https://ganhri.org/paris-principles
https://ganhri.org/wp-content/uploads/2019/11/Marrakech-Declaration_ENG_-12102018-FINAL.pdf
https://ganhri.org/wp-content/uploads/2019/11/Marrakech-Declaration_ENG_-12102018-FINAL.pdf


 

2. Digital Security Threats Faced by HRDs 

2a. Restrictive Legal and Regulatory Frameworks 

 

https://www.mcmc.gov.my/skmmgovmy/media/General/pdf/Act588bi_3.pdf
https://web.archive.org/web/20230119040732/https:/d.parliament.mn/tusul/d374b224-b0b2-4bff-9fcf-bf46717ee7bf
https://www.mcmc.gov.my/skmmgovmy/media/General/pdf/Act588bi_3.pdf
file:///C:/Users/Asia%20Centre/Desktop/%20https:/web.archive.org/web/20230119040732/https:/d.parliament.mn/tusul/d374b224-b0b2-4bff-9fcf-bf46717ee7bf
file:///C:/Users/Asia%20Centre/Desktop/%20https:/web.archive.org/web/20230119040732/https:/d.parliament.mn/tusul/d374b224-b0b2-4bff-9fcf-bf46717ee7bf
https://www.poynter.org/fact-checking/2023/mongolia-law-protecting-human-rights-shut-down-internet


 

 

https://lawcommission.gov.np/en/?p=16954
https://www.mdes.go.th/law/detail/3618-COMPUTER-RELATED-CRIME-ACT-B-E--2550--2007-
http://cbd.minjust.gov.kg/act/view/ru-ru/112282?cl=ru-ru
http://www.tepc.gov.np/uploads/files/12the-electronic-transaction-act55.pdf
http://www.tepc.gov.np/uploads/files/12the-electronic-transaction-act55.pdf
https://engagemedia.org/2022/pandemic-control-nepal
https://myrepublica.nagariknetwork.com/news/authorities-in-nepal-using-electronic-transaction-act-to-stifle-freedom-of-expression
https://myrepublica.nagariknetwork.com/news/authorities-in-nepal-using-electronic-transaction-act-to-stifle-freedom-of-expression
https://iohriq.org/118-.html
https://www.mdes.go.th/law/detail/3618-COMPUTER-RELATED-CRIME-ACT-B-E--2550--2007
file:///C:/Users/Asia%20Centre/Desktop/%20http:/cbd.minjust.gov.kg/act/view/ru-ru/112282
file:///C:/Users/Asia%20Centre/Desktop/%20http:/cbd.minjust.gov.kg/act/view/ru-ru/112282
https://www.rferl.org/a/kyrgyzstan-radio-free-europe-azattyk-court-blockage/32333041.html
https://internetfreedom.in/public-brief-it-amendment-rules-2023


 

2b. Disruption of Communications 

 

https://parlinfo.aph.gov.au/parlInfo/search/display/display.w3p;query=Id:%22legislation/bills/s1201_aspassed/0000%22
https://parlinfo.aph.gov.au/parlInfo/search/display/display.w3p;query=Id:%22legislation/bills/s1201_aspassed/0000%22
https://www.itnews.com.au/news/australias-world-first-social-media-laws-could-require-action-within-an-hour-523389
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https://www.kljp.org/articles/the-impact-of-internet-shutdowns-on-human-rights-defenders-in-india
https://www.kljp.org/articles/the-impact-of-internet-shutdowns-on-human-rights-defenders-in-india
https://www.thaiexaminer.com/thai-news-foreigners/2022/02/22/minister-resurrects-internet-gateway-scheme
https://www.thaiexaminer.com/thai-news-foreigners/2022/02/22/minister-resurrects-internet-gateway-scheme
https://pulse.internetsociety.org/blog/mongolia-joins-growing-number-of-countries-reducing-openness-and-resilience-of-the-internet
https://pulse.internetsociety.org/blog/mongolia-joins-growing-number-of-countries-reducing-openness-and-resilience-of-the-internet
https://asiacentre.org/wp-content/uploads/Briefing-Note-Myanmar-Coup-and-Internet-Shutdowns.pdf
https://asiacentre.org/wp-content/uploads/Briefing-Note-Myanmar-Coup-and-Internet-Shutdowns.pdf
https://time.com/6304719/india-internet-shutdowns-manipur
https://time.com/6304719/india-internet-shutdowns-manipur
https://www.kljp.org/articles/the-impact-of-internet-shutdowns-on-human-rights-defenders-in-india
https://jordanopensource.org/blog/239


 

2c. State Surveillance 

 

https://www.reuters.com/article/china-southeast-asia-surveillance-idUSL8N1WD0DP
https://theintercept.com/2015/03/04/new-zealand-gcsb-surveillance-waihopai-xkeyscore
https://www.accessnow.org/wp-content/uploads/2018/10/Qatar-UPR-Digital-rights.pdf
https://censoredplanet.org/kazakhstan
https://cpj.org/2019/07/kazakhstans-move-to-control-internet-prompts-censo
https://cpj.org/2019/07/kazakhstans-move-to-control-internet-prompts-censo
https://www.reuters.com/article/china-southeast-asia-surveillance-idUSL8N1WD0DP
https://carnegieendowment.org/files/AI_Global_Surveillance_Index1.pdf


 

2d. Information Operations 

 

https://citizenlab.ca/2021/08/bahrain-hacks-activists-with-nso-group-zero-click-iphone-exploits
https://citizenlab.ca/2021/08/bahrain-hacks-activists-with-nso-group-zero-click-iphone-exploits
https://thewire.in/tech/pegasus-spyware-bhima-koregaon-activists-warning-whatsapp
https://www.cfr.org/in-brief/how-israels-pegasus-spyware-stoked-surveillance-debate
https://www.cfr.org/in-brief/how-israels-pegasus-spyware-stoked-surveillance-debate
https://www.theguardian.com/world/2022/apr/05/apple-iphone-pegasus-spyware-nso-group-israel-jordan
https://www.cfr.org/in-brief/how-israels-pegasus-spyware-stoked-surveillance-debate
https://www.theguardian.com/world/2022/apr/05/apple-iphone-pegasus-spyware-nso-group-israel-jordan
file:///C:/Users/Asia%20Centre/Desktop/%20https:/freedom.ilaw.or.th/en/report-parasite-that-smiles
file:///C:/Users/Asia%20Centre/Desktop/%20https:/freedom.ilaw.or.th/en/report-parasite-that-smiles
https://citizenlab.ca/2021/08/bahrain-hacks-activists-with-nso-group-zero-click-iphone-exploits
https://asiacentre.org/wp-content/uploads/Moving-Beyond-COVID-19-Restrictions-in-South-Asia.pdf
https://asiacentre.org/wp-content/uploads/Moving-Beyond-COVID-19-Restrictions-in-South-Asia.pdf


 

 

https://demtech.oii.ox.ac.uk/wp-content/uploads/sites/12/2021/02/CyberTroop-Report20-Draft9.pdf
https://demtech.oii.ox.ac.uk/wp-content/uploads/sites/12/2021/02/CyberTroop-Report20-Draft9.pdf
https://iwpr.net/global-voices/kyrgyzstans-troll-farms
https://iwpr.net/global-voices/kyrgyzstans-troll-farms
file:///C:/Users/Asia%20Centre/Desktop/%20https:/www.rferl.org/a/kyrgyzstan-troll-factory-ntrc-japarov/32478310.html
file:///C:/Users/Asia%20Centre/Desktop/%20https:/www.rferl.org/a/kyrgyzstan-troll-factory-ntrc-japarov/32478310.html
https://iwpr.net/global-voices/kyrgyzstans-troll-farms
https://demtech.oii.ox.ac.uk/wp-content/uploads/sites/12/2021/02/CyberTroop-Report20-Draft9.pdf
file:///C:/Users/Asia%20Centre/Desktop/%20%20https:/www.iseas.edu.sg/wp-content/uploads/2020/11/ISEAS_Perspective_2020_128.pdf
https://www.iseas.edu.sg/wp-content/uploads/2022/03/TRS7_22.pdf
https://www.iseas.edu.sg/wp-content/uploads/2022/03/TRS7_22.pdf


 

3. NHRIs: Their Efforts & Limitations 

3a. Monitoring & Reporting 



 

3b. Advocacy & Awareness Raising 

 

https://cyrilla.org/en/entity/6ikhnir665ikg0zz8ow2ymn29
https://cyrilla.org/en/entity/6ikhnir665ikg0zz8ow2ymn29
https://www.nchr.org.jo/media/kvydbxap/the-18th-annual-report-on-the-situation-of-human-rights-in-the-hashemite-kingdom-of-jordan-for-the-year-1443-ah-2021-ad-january-1-december-31-2021-ad.pdf
https://www.nchr.org.jo/media/kvydbxap/the-18th-annual-report-on-the-situation-of-human-rights-in-the-hashemite-kingdom-of-jordan-for-the-year-1443-ah-2021-ad-january-1-december-31-2021-ad.pdf
https://pusdahamnas.komnasham.go.id/home/data_detail/cfa0860e83a4c3a763a7259e62d825349f7
https://www.humanrights.go.kr/download/BASIC_ATTACH?storageNo=1068931


 

 

https://humanrights.gov.au/sites/default/files/the_need_for_human_rights-centred_artificial_intelligence_0.pdf
https://www.reuters.com/world/asia-pacific/skoreas-ruling-party-retreats-fake-news-law-after-backlash-2021-09-30
https://www.nhrc-qa.org/storage/annualReports/file_643fe811bd3ab_1681909777.pdf
https://www.nhrcnepal.org/uploads/publication/Annual_Report_FY_2019-20_compressed.pdf
https://www.nhrcnepal.org/uploads/press_release/NHRC_opinion_regarding_the_Information_Technology_Bill_(IT_Bill).pdf
https://uprdoc.ohchr.org/uprweb/downloadfile.aspx?filename=8081&file=EnglishTranslation
https://www.fhradc.org.fj/resources
file:///C:/Users/Asia%20Centre/Desktop/%20https:/humanrights.gov.au/sites/default/files/the_need_for_human_rights-centred_artificial_intelligence_0.pdf
file:///C:/Users/Asia%20Centre/Desktop/%20https:/humanrights.gov.au/sites/default/files/the_need_for_human_rights-centred_artificial_intelligence_0.pdf
http://nhrc.portal.gov.bd/sites/default/files/files/nhrc.portal.gov.bd/page/cb8edec9_5aee_4b04_bf2a_229d9cd226a0/Annual%20Report-2018%20English.pdf
http://nhrc.portal.gov.bd/sites/default/files/files/nhrc.portal.gov.bd/page/cb8edec9_5aee_4b04_bf2a_229d9cd226a0/Annual%20Report-2018%20English.pdf
https://suhakam.org.my/2021/02/press-statement-no-10-2021_suhakam-expresses-its-concern-of-the-federal-court-decision-on-malaysiakini
https://suhakam.org.my/2021/02/press-statement-no-10-2021_suhakam-expresses-its-concern-of-the-federal-court-decision-on-malaysiakini
https://uprdoc.ohchr.org/uprweb/downloadfile.aspx?filename=8823&file=EnglishTranslation


 

 

https://www.ichr.ps/en/media-center/2595.html
https://www.nihr.org.bh/MediaHandler/GenericHandler/2022/NIHR_Annual%20Report%202021%20EN.pdf
https://www.nchr.org.jo/media/kvydbxap/the-18th-annual-report-on-the-situation-of-human-rights-in-the-hashemite-kingdom-of-jordan-for-the-year-1443-ah-2021-ad-january-1-december-31-2021-ad.pdf
https://www.nchr.org.jo/media/kvydbxap/the-18th-annual-report-on-the-situation-of-human-rights-in-the-hashemite-kingdom-of-jordan-for-the-year-1443-ah-2021-ad-january-1-december-31-2021-ad.pdf
https://www.hrcsl.lk/wp-content/uploads/2023/05/Recommended-Guidelines-to-the-State-and-Law-Enforcement-Officials-on-Dealing-with-Civilian-Protests-by-HRCSL_English.pdf
https://www.hrcsl.lk/wp-content/uploads/2023/05/Recommended-Guidelines-to-the-State-and-Law-Enforcement-Officials-on-Dealing-with-Civilian-Protests-by-HRCSL_English.pdf
https://www.hrcsl.lk/wp-content/uploads/2023/05/Recommended-Guidelines-to-the-State-and-Law-Enforcement-Officials-on-Dealing-with-Civilian-Protests-by-HRCSL_English.pdf
https://www.ichr.ps/en/media-center/2595.html
http://www.nhrc.org.bd/sites/default/files/files/nhrc.portal.gov.bd/notices/97b99286_2d85_4a88_a979_ae3daf1ca391/3rd%20cycle-%20final%20report%205th%20October.pdf
http://www.nhrc.org.bd/sites/default/files/files/nhrc.portal.gov.bd/notices/97b99286_2d85_4a88_a979_ae3daf1ca391/3rd%20cycle-%20final%20report%205th%20October.pdf
https://ccprcentre.org/files/documents/INT_CCPR_NHS_BHR_30835_E.pdf
https://www.humanrights.go.kr/download/BASIC_ATTACH?storageNo=1068931
https://www.humanrights.go.kr/download/BASIC_ATTACH?storageNo=10002967
https://humanrights.gov.au/our-work/technology-and-human-rights
https://uprdoc.ohchr.org/uprweb/downloadfile.aspx?filename=10275&file=EnglishTranslation
https://tbinternet.ohchr.org/_layouts/15/treatybodyexternal/Download.aspx?symbolno=INT%2FCCPR%2FIFL%2FPSE%2F48533&Lang=en
https://tbinternet.ohchr.org/_layouts/15/treatybodyexternal/Download.aspx?symbolno=INT%2FCCPR%2FIFL%2FPSE%2F48533&Lang=en
https://tbinternet.ohchr.org/_layouts/15/treatybodyexternal/Download.aspx?symbolno=INT%2FCCPR%2FIFL%2FPSE%2F48533&Lang=en
https://tbinternet.ohchr.org/_layouts/15/treatybodyexternal/Download.aspx?symbolno=INT%2FCCPR%2FIFL%2FPSE%2F48533&Lang=en


 

3c. Capacity & Network Building 

 

กสม-วสันต-์ร่วมเวทีเสวนาออนไลน์-เสรีภาพในการแสดงออ.

https://uprdoc.ohchr.org/uprweb/downloadfile.aspx?filename=10275&file=EnglishTranslation
https://uprdoc.ohchr.org/uprweb/downloadfile.aspx?filename=10275&file=EnglishTranslation
https://www.nhrc.or.th/News/Activity-News/กสม-วสันต์-ร่วมเวทีเสวนาออนไลน์-เสรีภาพในการแสดงออ.aspx
https://www.nhrc.or.th/News/Activity-News/21919.aspx
https://www.nhrc.or.th/News/Activity-News/22954.aspx
https://www.nhrc.or.th/News/Activity-News/22954.aspx
https://www.nhrcnepal.org/uploads/publication/Intl_Conference_Book_June_2018.pdf


 

 

https://chr.gov.ph/wp-content/uploads/2021/02/CHR-2019-ANNUAL-ACCOMPLISHMENT-REPORT.pdf
https://chr.gov.ph/wp-content/uploads/2021/02/CHR-2019-ANNUAL-ACCOMPLISHMENT-REPORT.pdf
https://humanrights.gov.au/our-work/commission-general/publications/annual-report-2018-2019
https://humanrights.gov.au/our-work/commission-general/publications/annual-report-2018-2019
https://www.nhrc-qa.org/news/the-national-human-rights-committee-organizes-a-panel-discussion-on-the-media-and-the-right-to-knownhrc5OMT/page
https://www.nhrc-qa.org/news/the-national-human-rights-committee-organizes-a-panel-discussion-on-the-media-and-the-right-to-knownhrc5OMT/page
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