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The existing and emerging suite of online content regulation in the Asia-Pacific have limited civil society’s
capacity to hold governments accountable. Individuals and organisations that engage in online advocacy
are increasingly persecuted and prosecuted, resulting in a range of self-inhibiting behaviours. This has
overall weakened their effectiveness in calling for accountability of government policies. This weakness
has to be addressed.

Since the early 2000s, the internet has become widely popular across South Asia, Southeast Asia, and East
Asia – although remarkable differences exist between the internet penetration indices of these regions.
Access to the internet enabled the widespread use of social media platforms and messaging applications,
which have become indispensable tools of communications for millions of people. 

The rapid expansion of digital technology and communication has opened up a myriad of opportunities for
active political involvement. These opportunities range from the democratisation of information access –
providing instant entry to an almost endless array of sources representing diverse views and publishers
from various backgrounds – to the prospect of interacting with political leaders through websites, social
media platforms, and messaging applications.

However, numerous challenges have surfaced with the emergence of new possibilities for political
empowerment. Governments have updated penal codes and national security laws, enacted fake news
and cybersecurity laws as well as laws that govern internet service providers and technology companies.
These laws have widely been used to block and remove online content that call out blind spots in
government policies and to intimidate and prosecute these content creators through hefty fines and jail
time. Efforts to hold political office holders and government officials accountable for their policies are
increasingly penalised.

These government actions have significantly impacted civil society actors in numerous ways. First,
individuals and organisations utilising the online sphere to hold government officials and policies
accountable have come under intense scrutiny, resulting in the criminalisation of critics and the blocking
and removal of online content deemed sensitive by state authorities.

Second, the effectiveness of civil society in holding governments accountable is compromised, as state
authorities routinely direct internet service providers and technology companies to block or remove online
content considered sensitive or illegal. Consequently, individuals and organisations increasingly find their
digital content at risk of being blocked or removed, succumbing to government directives to internet
service providers and technology companies. This diminishes civil society’s calls for accountability.

Third, on several instances, governments have imposed internet shutdowns - particularly during elections
and politically sensitive periods - to disrupt the information flow. Ultimately, this has limited civil society’s
ability to send and receive communications effectively to mobilise people to hold governments publicly
accountable during politically important instances. 

Fourth, trolling has surfaced as a mainstream strategy to harass and intimidate individuals and
organisations who seek to hold governments accountable. Typically orchestrated by organised groups or
cybertroopers, these digital attacks increasingly involve online hate speech directed at women who call
out blindspots in government policies.

Fifth, the ways of working of INGOs and CSOs have changed, leading many organisations to restrict the
scope and assertiveness of their communications to shield themselves from government retribution and
trolling. Some entities have opted to remove the visibility of their organisations, incorporating measures
such as disallowing the use of their logos or the publishing of videos, photos and text by local partners in
order to distance themselves from particular activities and contents of knowledge products.

Given these developments, the principal recommendation is that key stakeholders, including international
organisations, governments, ISPs and technology companies, and civil society actors, should recognise
that criticism of government policies and officials is a legitimate activity and a vital form of expression for
civil society. Hence, any measures, whether legal or non-legal, that interfere with or criminalise this
legitimate activity should be rescinded or disallowed. Instead, measures should be put in place to ensure
that civil society is empowered to call out the blind spots in government policies.

To implement this key recommendation, collaborative efforts are needed to ensure that civil society’s
ability to call out the blind spots of public policy is upheld. Online content regulations should not
undermine civil society’s capacity to hold governments accountable.

EXECUTIVE SUMMARY
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1b. Definition of Key Terms 

 
 

https://asiacentre.org/wp-content/uploads/Digital-Security-Human-Rights-Defenders-Landscape-Recommendations-for-NHRIs-in-the-Asia-Pacific.pdf
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https://asiacentre.org/wp-content/uploads/Myanmar-Dismantling-Dissent-Crackdowns-on-Internet-Freedoms.pdf
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https://www.forbes.com/sites/johnkoetsier/2023/01/04/top-10-most-downloaded-apps-of-2022-facebook-down-spotify-up-tiktok-stable-capcut-keeps-growing/?sh=7a9e95ae21cc
https://datareportal.com/reports/?tag=Southeastern+Asia
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https://datareportal.com/reports/?tag=Southeastern+Asia
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2. Online Content Regulations in the Asia-Pacific 

 

2a. Penal Codes and National Security Laws 
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https://freedomhouse.org/sites/default/files/2020-02/Freedom_in_the_World_1998-1999_complete_book.pdf


  

  

 

  

https://freedomhouse.org/sites/default/files/2020-02/Freedom_in_the_World_1998-1999_complete_book.pdf
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https://www.routledge.com/Fake-News-and-Elections-in-Southeast-Asia-Impact-on-Democracy-and-Human/Gomez-Ramcharan/p/book/9781032379821
https://www.routledge.com/Fake-News-and-Elections-in-Southeast-Asia-Impact-on-Democracy-and-Human/Gomez-Ramcharan/p/book/9781032379821
https://www.thailandlawonline.com/table-of-contents/criminal-law-translation-thailand-penal-code
https://www.reuters.com/article/idUSKCN1FY0R9/
https://www.smh.com.au/world/asia/arrested-for-a-spotify-playlist-insulting-queen-artist-vows-to-fight-new-laws-20210425-p57m5w.html
https://www.smh.com.au/world/asia/arrested-for-a-spotify-playlist-insulting-queen-artist-vows-to-fight-new-laws-20210425-p57m5w.html
https://english.ey.gov.tw/Page/61BF20C3E89B856/54da6086-c403-4e5b-a549-8101759993df


2b. Electronic and Computer Usage Laws 

  

https://mgcub.ac.in/pdf/material/20200417103529842651e27b.pdf
https://na.gov.pk/uploads/documents/1470910659_707.pdf
https://basis.org.bd/public/files/policy/5e1653db166e8Digital-Security-Act-2018-English-version.pdf
https://sahsol.lums.edu.pk/node/12862
https://cfj.org/wp-content/uploads/2023/10/Pakistan_PECA-Report_September-2023.pdf
https://www.ohchr.org/sites/default/files/documents/countries/bangladesh/OHCHR-Technical-Note-on-review-of-the-Digital-Security-Act-June-2022.pdf
https://sso.agc.gov.sg/Act/BA1994?ProvIds=P1IX-.
https://www.mcmc.gov.my/skmmgovmy/media/General/pdf/Act588bi_3.pdf
https://academic.oup.com/book/39418/chapter-abstract/339133817?redirectedFrom=fulltext
https://freedom.ilaw.or.th/sites/default/files/CCA_EN.pdf


2c. Fake News Law 

https://engagemedia.org/wp-content/uploads/2022/02/2022-MM-Cybersecurity-Law-ENG.pdf
https://asiacentre.org/wp-content/uploads/Youth-and-Disinformation-in-Malaysia-Strengthening-Electoral-Integrity-1.pdf
https://asiacentre.org/wp-content/uploads/State-Sponsored-Online-Disinformation-Impact-on-Electoral-Integrity-in-Thailand.pdf
https://asiacentre.org/wp-content/uploads/State-Sponsored-Online-Disinformation-Impact-on-Electoral-Integrity-in-Thailand.pdf
https://www.dw.com/en/pakistan-new-cybercrime-law-threatens-to-to-stifle-social-media-dissent/a-60899561
https://www.livelaw.in/top-stories/laws-needed-to-address-fake-news-hate-speech-in-social-media-justice-s-ravindra-bhat-223197?infinitescroll=1
https://sansad.in/getFile/BillsTexts/LSBillTexts/Asintroduced/47%20OF%202023%20AS%20INTRO84202372634PM.pdf?source=legislation
https://www.spherex.com/regulation/sri-lanka-implements-singapore-style-law-to-control-fake-news
https://web.kominfo.go.id/sites/default/files/users/4761/UU%2019%20Tahun%202016.pdf
https://www.myanmar-responsiblebusiness.org/pdf/electronic-transactions-law_consolidated_2014-and-2021_en.pdf
https://www.ratchakitcha.soc.go.th/DATA/PDF/2560/A/010/24.PDF
https://www.cljlaw.com/files/bills/pdf/2018/MY_FS_BIL_2018_06.pdf
https://sso.agc.gov.sg/Act/POFMA2019


2d. Laws on Service and Digital Platforms Providers  

  

  

https://www.nytimes.com/2021/10/01/world/asia/south-korea-fake-news-law.html
https://restofworld.org/2022/indonesia-social-media-regulations/
https://moitt.gov.pk/SiteImage/Misc/files/Removal%20Blocking%20of%20Unlawful%20Online%20Content%20Rules%202021.PDF
https://www.brecorder.com/news/40101984
https://prsindia.org/billtrack/amendments-to-it-rules-2021
https://globalnetworkinitiative.org/india-it-rules-2021/
https://kathmandupost.com/national/2023/11/10/cabinet-passes-rules-to-regulate-social-media
https://kathmandupost.com/national/2023/11/10/cabinet-passes-rules-to-regulate-social-media
https://www.article19.org/wp-content/uploads/2021/09/Legal-Analysis-Indonesia-Ministerial-Regulation-5.pdf
https://www.ft.com/content/6f9eebf5-6025-44b6-8815-9e0ee4096726
https://lawnet.vn/en/vb/Decree-53-2022-ND-CP-elaborating-the-Law-on-cybersecurity-of-Vietnam-80D86.html
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https://www.clo.jp/english/wp-content/uploads/2023/02/Lexology_Article_CLO_Dec2022_E.pdf
https://jsis.washington.edu/news/south-korea-internet-censorship/
https://www.accessnow.org/publication/internet-shutdowns-in-2023-mid-year-update/#join-us
https://dot.gov.in/circulars/temporary-suspension-telecom-services-public-emergency-or-public-safety-rules-2017
https://www.itu.int/ITU-D/treg/Documentation/Bangladesh/BTRC-TelecomLaw2001.pdf
https://www.pta.gov.pk/en/laws-&-policies/act
https://www.newagebd.net/article/207649/internet-shutdown-weaponised-against-opposition-says-bnp
https://www.mlis.gov.mm/mLsView.do;jsessionid=873EF072104248EAB3CBDDB2DE19F143?lawordSn=1076
https://www.reuters.com/graphics/MYANMAR-POLITICS/INTERNET-RESTRICTION/rlgpdbreepo/
https://time.com/5910040/myanmar-internet-ban-rakhine/


  

https://www.accessnow.org/indonesians-seek-justice-after-internet-shutdown/
https://www.accessnow.org/indonesians-seek-justice-after-internet-shutdown/
https://data.opendevelopmentcambodia.net/laws_record/sub-decree-no-23-on-the-establishment-of-national-internet-gateway-nig
https://www.reuters.com/article/us-thailand-internet-idUSKCN0S916I20151015/
https://medium.com/@chewweichun/how-it-works-great-firewall-of-china-c0ef16454475
https://medium.com/@chewweichun/how-it-works-great-firewall-of-china-c0ef16454475
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3a. Criminalising Criticism of Government Policies 



  

  

https://www.channelnewsasia.com/singapore/pofma-kenneth-jeyaretnam-website-social-media-falsehoods-dol-3980166
https://www.freemalaysiatoday.com/category/nation/2023/03/13/macc-chiefs-libel-suit-against-journalist-to-be-heard-in-july-next-year/
https://www.freemalaysiatoday.com/category/nation/2023/03/13/macc-chiefs-libel-suit-against-journalist-to-be-heard-in-july-next-year/
https://myanmar-now.org/en/news/myanmar-junta-court-sentences-japanese-filmmaker-to-7-years-in-prison/
https://myanmar-now.org/en/news/myanmar-junta-court-sentences-japanese-filmmaker-to-7-years-in-prison/
https://www.thejakartapost.com/indonesia/2023/04/03/luhuts-defamation-trial-against-activists-kicks-off.html
https://monitor.civicus.org/explore/malaysian-police-continue-harass-protesters-and-activists-and-criminalise-online-expression/
https://tlhr2014.com/archives/61998
https://www.bbc.com/thai/articles/cgr38q36erro


  

  

https://www.rfa.org/english/news/vietnam/fine-09032021182640.html
https://www.eeas.europa.eu/eeas/vietnam-statement-spokesperson-sentencing-three-journalists_en
https://www.theguardian.com/world/2023/feb/13/dictator-hun-sen-shuts-down-cambodias-vod-broadcaster
https://rsf.org/en/five-media-outlets-shut-down-myanmar-one-raided
https://www.rfa.org/english/news/myanmar/irrawaddy-10312022181138.html


3b. Requesting Legal Compliance from ISPs and Technology Companies 
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https://cisomag.com/singapore-blocks-malaysian-website-lawyers-for-liberty/
https://www.voanews.com/a/cambodian-government-blocks-news-sites-before-unopposed-election-/7185151.html
https://www.voanews.com/a/cambodian-government-blocks-news-sites-before-unopposed-election-/7185151.html
https://www.ft.com/content/6f9eebf5-6025-44b6-8815-9e0ee4096726


https://transparency.fb.com/reports/content-restrictions/
https://transparencyreport.google.com/government-removals/overview
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https://www.businesstimes.com.sg/international/asean/meta-tiktok-report-jump-malaysia-government-requests-remove-content-2023
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